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Reduce false positives!
False Positive Detection using CodeDx AI/ML function
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AI/ML Assisted DASTSSAST
False Positive Hybrid
Identification Correlation
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New functionality Recently introduced
currently in development new functionality
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AI/ML Assisted False Positive Identification:--:

AI: Artificial Intelligence ML: Machine Learning

Machine learning is an application of artificial intelligence that provides
systems the ability to automatically learn and improve from experience without
being explicitly programmed.
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e Learn from the data being processed and improve over time as more data is
processed.

QIR DT —INSZFEU LDZKDT—IMUIEEND(CONTHFREILLE(CEREEINT T .

e Will “evolve” differently depending on the data that is learned from to become
more efficient/accurate in the specific environment it is learning from.
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AI/ML Assisted False Positive Identification:--:

R&D 4Eval. 960/0

Release Real Average
Q1 2020 Projects Accuracy

The ML engine (early B Accuracy of FP
Code Dx AI/ML level) has been prediction for newly
assisting False Positive applied in some reported findings has
(FP) identification for customer been above 90% from
classifying findings of environments for real 4 large production
users. world validation and environment
evaluation. deployments.
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AI/ML Assisted False Positive Identification:--:

Code Dx can further reduce the time and effort to go through large amounts of findings
FI¥ ||oronP|d|ng assistance to the user in automatically identifying findings which are most
ikely FPs.

Code Dx[&. FPT&HAEIgEMEN = VMR IEHFERZ BENM(CAEI I DBRIC, I-Y—2ZiEIDIET,
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e With hundreds or thousands of findings coming from the suite of testing tools being
used drilling down to understanding which of those findings are important is a
difficult and time consuming tas

FERIN TV —EOTFANY IS ESN B T (IR TOREERZ MILFIIUT,
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e Being able to quickly surface the findings which are critical/important and separate
these from the vast amounts of less important findings allows teams to focus _
remediation resources where they are most needed and will be the most effective
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AI/ML Assisted False Positive Identification:--:

Status Status
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Findings can be managed by setting
the status of a finding. A finding

False Positive

which is determined to be a FP is
marked by the user.

AEERE., AEBRDAT—HRAZRREIT S
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By default all FP findings are
“removed” (i.e. hidden) from the
working set of Findings.
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AI/ML Assisted False Positive Identification:--:

Findings can be compared
Each finding is comprised of a AEERELLBRTEET
set of data points which form

a unique signature (or [ N J o
fingerprint) for that specific 7 _: ® o O
finding. L —— Match
SHERR. COREORBRLED o o o (Exact)
—BOBS (FEIEM) EHMHIS ¢ o ¢
T=IM1 Y MDY NTHERENE T, Reference
® : . : oo 0 S o
o o O ® ® Not a
. ® : . e O e O o Match
® e O o0 O ©
The data points of a finding can be
represented by a “matrix” which Y )
encapsulates the specific aspects of that o O Match
finding producing a unique signature. | diff : /‘ o
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AI/ML Assisted False Positive Identification:--:

History: Management of findings in the past provides a history to
study and learn from

B : BEOHAEEROEERR. ARSIV FBISLHDEEZIRMULET
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3
Generate signature

' §

4
Compare

Code Dx

5
Predict if likely a FP & mark the

Status

False Positive ~ @

As findings are classified
as FP the model is
enhanced and refined
RABEFEERENFPEL THEEENSL,
EF VR nEfEEnEd,

Overriding predicted FP can provide

new finding accordingly feedback loop to ML engine to refine
FPTH3RIREEN B VN ESHZTFRIL. the model
ENCRUTHULWERZY—-I93 FRENEFPEZA—-IN-3F14rFBHE MLIV S VIC
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Hybrid Correlation

Code Dx Hybrid Correlation (HC) enables the results from DAST tools and
processes to be correlated with the results from SAST tools and processes.

Code Dx Hybrid Correlation (HC) (c&D. DASTY—ILELUTOTADFER%
SASTY—=ILHELUVTOCRDFEREABBEEBARENTEET,

o Gredater visibility into how findings (vulnerabilities) may occur or be exploited in production
product

M CHREFER (MESEMHE) DNEDLSCEET BN, FFEHINBIMNOWTORIREN = _E
e Assist in identifying test cases for those findings
ZNSORERERDTANT —ADFEZZIETD
e Show location at source code level where actual run-time error condition occurred
EROEITR IS AREHNREUIGFIZY —AT—RUANITERRI D

PIVT—a R DOTANGE TAPNEEHE ERTAMN -

DAST (Dynamic Application Security Testing) Runtime E.g. Vex Vulnerability Explorer,
testing/verification AppScan, etc:--
SAST (Static Application Security Testing) Source code E.g. CheckMarx CxSAST, Klocwork,

analysis/verification QAC, etc--
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Hybrid Correlation ---

Maximizing testing coverage requires the utilization of available testing/verification technologies. Dynamic
analysis and static analysis are two well recognized methods.

TANEEZERA{ETB(C(F FIHBIERT A NIREEliZFI I 2 ENDDE T,
BRI DATERRI DAL JKHIBNTWS2DDF7ETY .

e Dynamic analysis (runtime testing) uncovers actual (real) vulnerabilities and error conditions and can
find issues not detectable by static analysis

gD (RITETAN) (& ERO (EBRD) MedEIEEIS—IRREZBASNMCL. 52D T
RETERVEEZ R DIIBIENTEEXT

e Static analysis (source code verification) provides exhaustive and deep analysis uncoverinP many
potential vulnerabilities and error conditions and highlighting the location at the code leve

R DA (Y—RO—MRELE) (3. Z<DEERIRAEISIEE IS —IRREZBASMNCL, O— RUARIL TIZFRZ
P8 I HIRVERIN DR DT 22 LE T .

e Code Dx HC can show which possible SA findings were actually reached during runtime testing, allowing
developers to prioritize findings to fix based on actual business criticality.

Code Dx HC(E. 5254 AT ARRICEER(CELZEURIEEIEDHESADFERZZRR TS Hcd. MFEBL.
EROESX X LOEZRMHCEDVWTUHEIE I R B ERICEBIIBRLIZT I BTENTEFT,
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Hybrid Correlation ---

Problem: It is often very difficult and time consuming to track down where in the source code to go to fix a
finding found during runtime testing

[E : 5294 AT ANRICR DN OIERZZEIET BIZHICY —AT— FADECIATMEERTF DL (S,
ZDIGEIEH (CHZE TR BN IDDFT

Code Dx provides a tracing agent which can be used to track actual code execution during runtime testing
and use this information to match error conditions encountered with corresponding static analysis findings.

Code Dxl&. E1THFTAMRICEBROI— REITZEML. COBHRZERALUT. Xt I 25 DGR CRELUL
I5—FAFE—BEBILHIERTEIN — AT -1 MeiREULF T,

e Supported for Java and JSP applications
JavadbLUWISP7 I —23> THR—b

In addition to the correlation of DAST and SAST findings, the instrumentation based hybrid analysis also

allows de)velopers to see how much of the application was reached during run time testing (DAST
coverage).

DASTESASTORERDABREBMRICINZ T, 1> ANLAS T =232 R=20)\ ATy RDH(CKD. AFEEE>S>I1 L
FARNRICENRFOT TV =23V (CBBEUh SR TEFT (DASTH/LYS)

e Understand test plan/test case coverage and weaknesses
TANETE/TANT—ADEFE L 55 Rz IRfE T D
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Hybrid Correlation ---

22930 Information Exposure 6 active results 2...Q /examp...-
© Tool 22911 Information Exposure 4 active results|| Checkmarx / JavaMediumThreat / XSRF fs/j...
— 3 z Checkmarx / JavaMediumThreat / XSRF
i JeCHnaton EXposiipe 3 active resultsll checkmant / JavaMediumThreat / XSRF /S~
© Detection Method - = 22775 Information Exposure 4 active resultsf| Checkmarx / JavaMediumThreat / XSRF f#fs/j... -
= . Checkmarx / JavaMediumThreat / XSRF
22297 f 4 | -
Component Analysis (0 - 0%) L M 2229 THIGrmtion: ERpOIUNe el ZAP / Absence of Anti-CSRF Tokens e
5 Analysis (6:-0%) 22271 Information Exposure 4 active results}| ZAP / Absence of Anti-CSRF Tokens s/c... -
BamicAnalysis(0-0%) |/l = Weet | ‘nlormafionBxposure CACVRISRNS A
Y Y 0 B 22183 Information Exposure 4 active results ZAP / Absence of Anti-CSRF Tokens T =

ZAP / Absence of Anti-CSRF Tokens
ZAP / Absence of Anti-CSRF Tokens go...-

v f Hybrid Analysis (35 - 0.4%)

22022 Information Exposure 5 active results

Network Analysis (0 - 0%) 21909 Cryptographic Issue 10 active resultf ZAP / Absence of Anti-CSRF Tokens ck
i i 2 et 7 AP [ Absence of Anti-CSRF Tokens
Static Analysis (0 - 0%) v 5276 Cross-Site Request Forgery (CSRF) 12 active result] 1 v wiiceniiiara, e oo wonfja... -

« 12 findings, from both SAST (CheckMarx) and DAST (ZAP) related to a single
root cause Iin the source code
V—20— ROE—DIEAFRECES:ETBSAST (CheckMarx) ¢DAST (ZAP) OmAHAND120FAELEER.

© severity

New filter to focus on findings which

have DAST<-> SAST correlation e Drill down to actual location in source code
DAST <-> SASTHBEZIFOMRIEGRICERZHTS V—21— ROEBOZBARICRUIILEIDUET,
FLWI4ILS—

04

16080 statement.setInt(1, count++);

181 statement.setstring(2, title);
162 statement.setsString(2, message);
& 193 statemant.setString(4, s.getUseriame());
194 statement.setString(5, this.getClass().getName());

statement.execute();

1686
[a] 167 1 catch (Exception e)
168 {
169 5. setMessapel "Could not add messaese to database™):
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Hybrid Correlation ---

WebGoat-HybridAgent lul Instrumentation 88 Dashboard 4 New Ana

¥ 9,966 Findings pis Last analyzﬁi 8/29/2019 at 8:38:40 PM @ Analysis took 2 min, 35 sec
1

Display coverage at class
Covered vs non- Coverage: Total vs. custom (non third-party/lib) code or method level
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